Page 1 of 4

CSIS Policies and Ptéizedm:es

[ tome || Frangais ||  Find || Help || Previous ][ Next ||

MEMORANDUM

TO: HQ and Regional CLASSIFICATION : SECRET

Director Generals
FROM: DDO DATE: 200811 19

SUBJECT: DDO DIRECTIVE ON INFORMATION SHARING WITH AGENCIES WITH
POOR HUMAN RIGHTS RECORDS

1) There has been much attentlon of late placed on the Service’s international information sharing
prac‘uces

2) The international exchange of information and intelligence is vital to safeguarding Canada’s national
security and public safety. In that context, however, the Service may be required to deal with foreign
governments and agencies having poor human rights records. This Directive sets out the principles that
will guide our actions in the sharing, seeking and use of mformatmn from such agencies or
governments.

3) The objective of this Directive is not to curtail information exchange, but rather to ensure that
decisions to proceed with an exchange are made at a level commensurate with the potential risks that the
exchange may result, directly or indirectly, in the mistreatment of individuals.

INFORMATION EXCHAN GE WITH FOREIGN AGENCIES - GENERAL

5) The Service respects hurnan rights and due process. The Service does not countenance the
mistreatment of individuals and our interactions with foreign agencies must accord with this principle.
In the context of this Directive mistreatment includes: torture; cruel, inhumane or degrading treatment;
extra-judicial rendition, arbitrary arrest or unlawful killing,

6) Employees should inform their line manager o - of instances where they
know or suspect an agency to have engaged in mistreatment, as well as instances where our information
may have been misused or our caveats not respected.

7) All information exchanges with foreign agencies must

Obe in keeping with s. 19 of the CSIS Act,
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Uprovide accurate and balanced information;

Odescribe threats and individuals in a manner that is properly qualified (proper use of terms such
as suspected/believed/confirmed/extremists/terrorists);

Obear the appropriate caveat; and,

[ibe documented.

8) When sharing, seeking or accepting information from aforeigh agency, employees must consider the
record of that agency or the country, in regard to its use of mistreatment to collect information. In this
respect, employees will be expected to be familiar with human rights (HR) agency and country profiles

9) When, having apprised him/herself of the HR profile of the agency or country, the employee, in
consultation with line management, concludes there is no credible possibility that the exchange may
result in, contribute to or originate from the mistreatment of an individual, the exchange can proceed
without further consultation.

SHARING/SEEKING INFORMATION WITH AGENCIES WITH POOR HUMAN RIGHTS
RECORD

11) When an employee, having regard to the HR profile of the agency or country and any other
circumstance, believes there is a credible possibility that the sharing or seeking of information may
result in, or /contribute to the mistreatment of an individual, there must be consultation -
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14) At any time, the Branch may consult upward for direction on the advisability of a
particular information exchange. ‘

SUBSTANTIAL RISK OF MISTREATMENT o '

15) If the Branch concludes that, having regard to the HR record of the agency or country,
there is a substantial risk that mistreatment may occur which cannot be eliminated or significantly
mitigated by the imposition of a caveat, but that the information exchange should nevertheless be
considered, he must refer the matter :

16) All deliberations and decisions in this respect must be documented. Work is underway to develop an
automated approval template to assist in that documentation process. Until such time as this template is

available foruse, empioyees will ensure that decisions made in this respect are fully documented on the

appropriate ﬁle e

RECEIPT AND USE OF INFORMATION FROM AGENCY WITH POOR HR RECORD

17) When receiving or accepting information from a forei gn agency, the employee should consider the

following:
¢ assess the record of the foreign agency in regard to its respect for human rights;
* assess the origin of the information;
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18) In conclusion, I wish to reiterate the need to foster an effective dialogue on this issue and for all
operational managers to encourage consultation.

S : , We need to remain
sensitive to our responsibilities in protecting individuals from mistreatment which could result though
our action, or inaction. Balancing these responsibilities with our mandate to protect Canadians will, at
times, pose difficult challenges. My Executive colleagues and I are committed to supporting our
operational personnel in their deliberations to ensure that we maintain a consistent approach. Please do
not hesitate to seek clarification on this directive.

Charles Bissdn :
Deputy Director Operations
cc: Executive members

Top

s.15(1)
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PROTOCOL BETWEEN THE DEPARTMENT OF FOREIGN AFFAIRS AND
INTERNATIONAL TRADE AND THE CANADIAN SECURITY
INTELLIGENCE SERVICE CONCERNING COOPERATION IN RESPECT OF
CONSULAR CASES INVOLYING CANADIANS DETAINED ABROAD AS
PART OF A NATIONAL SECURITY OR TERRORISM«RELA?&.D CA&E

THE DEPARTMENT OF FOREIGN AFFAIRS AND INTERNATIONAL TRADE
as represented hy the Deputy Miniswer of Foreign Affairs (hereinafterreferred to as
“DFAIT™) and THE CANADIAN SECURITY INYELLIGENCE SERVICE as
represented herein by the Director (hercinafter referred to as CSIS or “the Bervice™):

RECOGNIZING that there should be coordination and coherence across government in
addressing issues that arise when a Canadian is detained abroad in comection with a
national security or wmﬁsmwlmed case;

Ww in cxemsing his powers and carrying out his duties and functions,
the Minisier of Foreign Affairs, in accordance with Section 10, paragraph 2(a) of the
Department of Foreign Affairs and Infernationad Trade Ac1, .. shall conduct all
diplomatic and consular relations on behalf of Canada.”

RECOGNIZING that under Scction 1325 of the Depurtment of Foreign Affairs ond
International Trade Act *...a head of mission shall have the management and direction of
his mission and its activities and the supervision of the official activities of the various
departiments and agencies of the Government. of Canada in the country or at the
international organization to which he is appointed.” *

RECOGNIZING that the Service .. .shall collec! h:y investigation or otherwise, to the
extent that it s sirictly necessary, and analyse and retain information and intelligence
respecting activities that may on reasonable grounds be suspected of constituting vhreats

1o the seeurity of Canada....”, as defined in Section 2 and in accordance with Section 12
of the CSIS Acr;,

that for the purpose of performing its duties and functions under the
CHI8 Act, the Service miay with the approval of the Minister after consultation by the
minister with the Minister of Foreign Affairs ...enter into en armngement or otherwise
cgaperate with the government of » foreign state or institution thereof.", in sccordance
‘wimSection i7 of the CSIS Acr,

Wtha Canadian itizens are free to trevel abroad; have a right to expect
fair treatment from Canadian authorities; have the right to request consular assistance

- putsyant to the Visona Convention on Consular Relations; and that the provision of

h consular services (o Canadians abroad is one of DFAIT’s core functions;

W&M if'a Canadian detained abroad chooses to speak with Canadian
cousular officials, any information he/she gives them will remain confidentiel, subject 1
the provisions of the Privacy J¢r,

RECOGNIZING that DFAIT and CSJS in support of their respective mandates may
need 10 share or request of one another information conceming Canadians dewined
abroad as part of a national security or terrorismerclated case:

N ORDER TO provide for greater coordination and coherence in addressing issues that
may arise when a Canndian is detained abroad & part of a pational security or femorism-
related case.



THE PARTICIPANT nt & Howing:

1. When it is determined that a Canadian citizen is detained abroad as part of @ national
security or tetrorism-related case, DFAIT will initiste immediate enquiries with the
Ministry of Foreign Altairs of the foreign state, and such ather authoritics as necessary W
determine the status of the individual and seek consuldr access. DFAIT will promptly
inform CSIS in order to seek any infonmation which might assist in the delivery of

consular services or provide CSIS mfomanou of potential relevance m threats (o the
security of Canads.

2. When CSIS becomes aware that a Canadian citizen is being detained abroad as pant of
a national security or werrorist-related case, the Service will pmmp!ly notify DF AT,
which will take the lead in ascertaining what other Canadian agencies, including
investigative agencies, are or have been involved in the case, and in ensuting that there is
a co-ordinated approach. This is particularly itnportant where there is a suspicion that the
conditions of defention are inconsistent with interpational human rights mstruments or
customary international law.

3. In the event that consular access has not been granted, DFAIT may request CSIS to
approach the authoritics of the foreign state, with the aim of helping to facilitate access by
a consular officer to the detained Canadian citizen.

4. CSIS will not mest with a Canadian citizen detained abroad unti) aler a consular
officer has gained access, unless there are urgent national security or terrorism-related
considerations. I such cases, the Service will consult with DFAIT before seeking avcess,

5. In cases fovolving a detained Caradian eitizen where there may be natioval security or

terrorism-related concerns; DFAIT and CSIS agree 1o keep one another fully informed of
all relevant details thhe case.

6. If there is credible infc omtmn that a Cahadian detained abroad is being or has been
toriured or mistreated, the Minister of Foreign Aflairs should be informed and involved in
decisions relating to the Canadian responsc.

7. Where a situation is such that it involves the need for careful coordination between
national security and investigative interests, on the one hand, and the obligation to respect
both consular and human rights of a detained Canadian on the other, senior officials will
be informed. The Deputy Ministers of DFAIT and Public Safety, the Ditector of CSIS
and the Commissioner of the RCMP, as well as the National Security Advisor and if
necessary, responsible ministers will be informed. Should senior officials differ on the

best course of action, the Minister of Foreign Affairs and the Minister of Public Safety
wikl decide.

8. In.cases involving a detained Canadian citizen where there may be national security or
tevrorisri-related concerns, or when the charges against such a citizen arc also of 3
criminal nature, f)?AIT and CSIS may consult with the RCMP porsuant their respective

© arrangements

9. The point of contact for communication between DFAIT and CSIS am this MOU will
nonnally be the Director General for Security and Intelligence (ISD) or the Foreign
Intellsgencc Division (ISD) and the Director General, International Regmn in
eireuinstances where for operational or practical reasons communication is through other
comtacts, CSIS will promptly inform ISD/ISE and DFAIT will promptly inform the
Director General, International Relations of the communication.

10. This protocol may be amended at any time by written consent of both Participants.
11. This protocol will come into effcct when sigbed by both Parficipants.

I2. This Protocol may be terminated by the mustual consent of both Participants.



Signed at Ottawa onthis 3O day of OCTOER007, and at Otiawa this 2 lay of *#ecwres
2007, in the English and French languages, both versions being equally valid,

M }(Zﬁ»/ 1/ 4
L JimJudd
Deputy Minis of Pomgn Affairs Director of C81S ‘

8E W?
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S

OUR SERVICE IS AWARE THAT YOUR ORGANIZATION MIGHT BE IN POSSESSION OF
THREAT RELATED INFORMATION ON CANADIAN CITIZEN (NAME OF INDIVIDUAL). AS
WE BELIEVE (NAME OF INDIVIDUAL) WILL BE PRESENT IN YOUR COUNTRY, OUR
SERVICE RECOGNIZES THE SOVEREIGN RIGHT OF YOUR GOVERNMENT TO
UNDERTAKE REASONABLE MEASURES UNDER THE LAW TO ENSURE YOUR PUBLIC
SAFETY. SHOULD YOU DEEM SOME FORM OF LEGAL ACTION AGAINST (NAME OF
INDIVIDUAL) IS WARRANTED, OUR SERVICE TRUSTS THAT (NAME OF INDIVIDUAL)
WILL BE FAIRLY TREATED WITHIN THE ACCEPTED NORMS OF INTERNATIONAL
CONVENTIONS, THAT HE IS ACCORDED DUE PROCESS UNDER LAW AND AFFORDED
ACCESS TO CANADIAN DIPLOMATIC PERSONNEL IF REQUESTED. FURTHERMORE,
SHOULD YOU BE IN POSSESSION OF ANY INFORMATION THAT ORIGINATED FROM
OUR SERVICE REGARDING (NAME OF INDIVIDUAL), WE ASK THAT THIS
INFORMATION NOT BE USED TO SUPPORT (NAME OF INDIVIDUAL) 'S DETENTION OR
PROSECUTION WITHOUT PRIOR FORMAL CONSULTATION WITH OUR SERVICE.
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Sticky Note
Caveat attached to information supplied by CSIS to foreign agencies




