
~'G'~ 1 8 2011 

Mr. Richard Fadden 
Director 
Canadian Security Intelligence Service 
1941 Ogilvie Road 
Gloucester, Ontario KJJ 1B7 

Dear Mr. Fadden, ,t)~ r.i1y
0 a,,St. 4' , 

I previously indicated~ you that ~ftreiaJ; 'in:Public Safety Canada were preparing more 
comprehensive guidan ro.tftie Carta<llll9 S-ec~t)S~ Uigence Service's ( CSIS) 
infi . h . . ~ ..f C. lfv.,.. rr. '() ... ormatlon s anng i1@£uOO:t, , r·oty.• ;..<, 9 

~ •3 ' IYc 'T 't:' S ~ r, ·, 'A-
V ~ l:c ,- ( _ 'u"-

Please find attached my new dii-~tit>~t'o,&§tS ~ "Infortnati6asJiaring with Foreign 
Entities." · -, IJ D • Jc: 

,/,.._(.) (: I LI •V ( U · 
'I? 1 (i, I,) ~ l 

This Ministerial Direction replaces the dir~ fon is,ue jn ~OQ.' on .. Information Sharing 
with Foreign Agencies, 11 as well as a copy of my letter to~ December 7, 20 l 0. 

Yours sincerely, 

Canada 
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Ministerial Direction to llae Capadian~qdly-InteQblence Service; 
1nrorm1U«u1 Sharinc With forei&P ~nu~· 

~ 1... ~....., - .., 
. I ~ ~ 

' -.., · r:.,-; -, 

In the current threat environment, terrorism is the 'top nattonal ~ecuri 1, prip,tj~QJ;.fu1e , -,. 
Government of Canada. In this context, it is essential tpat1he, Cana.dilpl Security tnfellige te 
Service (CSIS) is able to maintain strong relationships with fQ/efgn ,entities.,.and can1~ · .1 

information with them on both a routine and an urgent basis.,.~ffel&J.:slust,.iso 6e able to quic y 
share information with other key domestic stakeholders, inclu'dmg.ted~.rill cfe'~ ents !f,d 
agencies that have the mandate and responsibility to respond tO serio1i~~t:s<b,e.ffrel~e I 

materialize. 1< 1cc 
' ' 

The following Ministerial Direction provides guidance to the Director of CSIS, pursuant to 
section 6(2) of the CSJS Act, on infonnation sharing with foreign entities. 

1. Canada's Le1at Obligations 

Sharing information with fofeign e$ities is an integral part of CSIS' mandate. It is also a fonnal 
obligation pursuant to Canada's' adollt1 n ot various international resolutions and agreements. 

. "I •,... - ,-, ,:;, 

The Government of c~']ii ~~~s in the ~ng~ possible tenns the mistreatment of any 
individual by any foreign entit};/ or anx purpos'e.~ e1 ~vemment also has a duty to its own 
citizens and to its allies ~ ~~ ut~ivia~Is engaging jp

1 
thre;a~ related activities from causing 

harm, whether in Canada or in a ere)gn' eo.untry.1, l "i k ,. \tQ.C!'-. 
, ~ I U JE, I ~ °t . -,T 

. I <. 1~, t {), ~i< 'iA. ~ 
The Government of Canada does not co~)) e the use of tture or other unlawful methods in 
responding to terrorism and other threats to riafio9.{i ~ ~ty;_J, ckqovernment is committed to 
pursuing a principled and proportionate response to·these·~w hile promoting and upholding 

-, t. 
the values Canada seeks to protect. -~ ~ 

Canada is a party to a number of international agreements that prohibit torture and other fonns of 
cruel, inhuman, or degrading treatment or punishment. These include the International 
Covenant on Civil and Political Rights and the Convention Against Torture and Other Cruel, 
Inhumane, or Degrading Treatment or Punishment (CAI). The CAT requires state parties to 
criminalize a11 instances of torture, and to take effective measures to prevent torture and other 
cruel, inhuman~~ degrading treatment or punishment in any territory under their jurisdiction. 

1cr~ o '/:' t.,, s, .-
Torture-,is-a ~r~i ~h offe1cezin.;~ a that.~as extraterri!o~iat, application. T~e Criminal . . 
C~e's pra~1saons..~_,ovem:mg1,,~ia~ IJ1!' also proh1b1t a1dmg and a~tting th: comm1ss1on 
Of tortl.ire, C0unsel11ng.~ e COlJUJ1l"l9!. 6'F ~ e whether Or not the torture IS COtnrnltted, 

conspiracy to.comtnit.mh ~. , ~mpth{g _ti~ it torture, and being an accessory after the fact 
7 ;{) ¥TJt 'y . 

to torture. "It lfV. u D[! S ftr: l.Jt_. 
------- ~_r,.._J~- -( ..... 3+-+,....,tv.St 0 !Jt:-I 1 . ,e;,] '-Ot .,,.A, 

This Direction would not c~ ge ~ stipg:1\,gal fu'wiorities for sharing information with foreign entities. 
Although the tenn, foreign entity, has not Seen f6rmally defined, it primarily refers to foreign government 
agencies and militaries. The tenn may also refer to military ooalitions, alliances, and international 
organizations. 

Approved on : July 28, 20/ I 
R~: Hln/sbmal Direction on "Information Sharing with Foreign Agendes" (Nay 2009), and 

the Ninister of Pub/le s.,~ty~ letter to the Director ofCSJS (December ZIJ10) 
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More broadly, section 7 of the Canadian Charter o!lRi I ~reedomSgUarantees that 
"everyone has the right to life, liberty, and security of thl~ . ~ection 12 of the CharIer 
prohibits "any cruel and unusual treatment or pUI/' hment~~ . ¥Jal~ ourts have 
described as behaviour "so excessive as to outr~e ~e~s.t9J'dar ' I n ~ ,~. behaviour 
includes torture and other cruel, inhuman, or de~in ,!nt or puti~ ~CJ-"l'S1? r-I-t, 

IY....OS r-~C/CI?S '-'1.,'0.... Cr-"fA}' 
2. Definitions 	 is f:r-/O.... Df..... v€ -'lC., ~/Ol? 

4l./1v,°uD SI?€ l?r-u'S 
"Mistreatment" means torture or other cruel, inhuman, or degrldRI~l~8bn OI D IS.!:lPlent. 

?"to.... SUI? 'S4re; a, 
"Substantial risk" is a personal, present, and foreseeable risk ofmistreatrnent. l. qcc';;s 

• 	 In order to be "substantial," the risk must be real and must be based on something more 
than mere theory or speculation. 

• 	 In most cases, the test ofa substantial risk of mistreatment will be satisfied when it is 
more likely than not that there will be mistreatment. However, the "more likely than not" 
test should not be applied rigidly because in some cases, particularly where the risk is of 
severe harm, the "sulS~alY s!c;" standard may be satisfied at a lower level of 
probability. ~S'OJ,tssSD 

"iCe S Of: 8 J
3. Information Sbari lliJo;ip.1es l:Ss 0 ~ltsP~S'su'" 

P~I? l...t ~ P"!I? iV""'OJ?, ~V"fCJ-~Sl? 
Sharing information witli~j -e'l!~ "eS j~ integ il.~o , S' mandate. It is also a formal 
obligation pursuant to Canada's atIo'pll n:o~ arlo 'ntern~6nal t'~lutions and agreements. 

-4 / /Ou 0 'iE's I? 't"f.J~ , , 
In sharing information, eSIS must a IiIlP 'ner ~~<iO!lI i with Canada's laws and legal 
obligations. It is to avoid any complicity in Jbl * en.\-b

l: l/~~entities. 
, -'Ie r-s 

eSIS must assess and mitigate potential risks of sharing informi I n in ways that are consistent 
with its unique role and responsibilities, 

CSIS must also assess the accuracy and reliability of information received, and properly 
characterize this infonnation in any further dissemination. It must have in place reasonable and 
approp~~te measures to identify information that is likely to have been derived from 
mistrea~~oc€ 

~S'O SS~ 
ThCl\l!Pl'rov (j'e' e ~~ S'_~ires in order to share information must be proportionate to the 
r~~l'ifll~~atmerlr dial ~ t\ greater the risk, the more senior the level of approval 
req~~l Pl?61? (/2 ;J'"01?4f. "ICJ-.-;'l:1? l"J.(. 

0....1\1 r-SC',.,sC,?,s "I?"tOtv;r-~W~ . . 
CSIS also s _ e ''n5Wnty keep Ule'jWIIls~ ofPub he Safety generally informed about its 

information s~n 1>~~ :r-US0 
.. 0,?4f.l...t £0 SS'Q 'S l..<j

'lr-,O ¥SI.;, "v€"4f. (0/ 

iV 'I? lA,c~~r-s 


<:s 

2 
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4. Decision Making Process When There Is A SU~IJJ~~k of Mistreatment In Sharing 
Information "SI0;'/"SS120 

~ ..qee€: S 0", ~ s}-C 

Except when there is a substantial risk, eSIS I ~~1lXrnsi l t.9~Allevels thate fof~sia9~sgS, 
are proportionate to the risks in sharing inforiltation witli cirej wentitl e"{olto. '/ll! 
decision making process applies when there is ~ su~uwt' IIDSk%flIDistre eot ' li~ ldual. 

'" S ~/O",;~ I2Iy '-' V"Ic.,. VI01i' 
When there is a substantial risk that sending information 0 ,0 Iisi n'Slin 0 "'alion from, a 
f~reign entity.~ould result in the mistreatment of an individ~~ ~ if4!i 's~~~;¥ji~that 
Clsk can be mitigated through the use of caveats or assurances, the rna ~II~~! , . &the 
Director for decision. . ("ICC:'"S

«S' 

In making his or her decision, the Director will normally consider the following information, all 
of which must be properly characterized in terms of its accuracy and reliability: . 

• 

• 

• 

• 

• 

• 	 the views of the Department of Foreign Affairs and lnternational Trade (DFAIT); and 

• 	 the views ofother departments and agencies, as appropriate, as well as any other relevant 
facts that may arise in the circumstances. 

The Director may refer the decision whether or not to share i.nformation with the foreign entity to 
the Minister 0 ~'bJic afety, in which case the Minister will be provided with the information 
described abo~ OI\lS Ot:~O8)

1i'S-lt, ~SS "It C z 
rJ(e!!f'J } or MiDI I'f\! . 'b ~ S'lIIj;~ shall authorize the sharing of information with the 
fo ~ i~ .{If ' accorll~ Ih,,~ D; ection and with Canada's legal obligations, 

'lvtil Serf. "li's 101y..q "l1y0 
5. Use or In of'in f.-~Y Hav[1lee.{Si'rived Tbrougb Mistreatment By Foreigo 
Eotides "I {~Iy;o DS~Ii'Slys~12DE: 

:<;>~"lr/Ol S 101\11:, l~ (0 '" 
As a general rule, eSIS IS d~ tom ~, ngly rely upon mformatlOn deClved through 
mistreatment by foreign entities. CeS'S 

J 



.. 
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In exceptional circumstances, CSIS may need. to s1\~ 
possession, including information from foreign entities • i~ derived through 
mistreatment, in order to mitigate a serious th~~ floss <Qfliie I ~ 'r. lsCSjlbstantial damage or 
destruction of property before it materializes. ~t&fa circwrlst8,r,1.9J< , ~lWring uch 
information solely because of its source wOlild re { sen, un~ptaDI6',~ p I ~fY' 

~Iv~ rCC.,., C'?S :<1.,.,0,y Cr"ll\l 
When there is a serious risk ofloss of Hfe, injury, or su stmti~~lbt~PUC Giro VO,? 
property, CSIS will make the protection of life and property'~ ~ty.tl_i;f.SI~ !1~ to share 
information that was likely derived through mistreatment with ap'jiw,pfia'ts,a-ilion'flesj, order to 
mitigate a serious threat, the matter will be referred to the Director. Af(~ciSi~lI,sl:~iilI.I: ade 
only in accordance with this Direction and with Canada's legal obligations. "lCC12/' 

CSIS will take all reasonable measures to reduce the risk that any action on its part might 
promote or condone the use of mistreatment. Measures will also be taken to ensure that the 
information which may have been derived through mistreatment is accurately described, and that 
its reliability is properly characterized. Caveats will be imposed on information shared with both 
domestic and foreign recipients restrict their use of information, as appropriate. 

P,?OI/. ~OC 
6. Support IS'O,,/:SScD 

. ~ "lCC€ SO"" ?l-C. 
To help ensure a conSi~~rstan . It. :]&,r' S'~s.Q.aring information with foreign 
entities, DF AIT will'C£J~~ ue ., ak its cou'Xbt;hulnlO\-'triftts 1. rts available to the 
intelligence and law enfo'i&b, ~~~~ jl4"l'l'to~cr"llv 

s0: (Otya cty v. "lC.,. 'D 0",
-1 /Ou 't:S 't:~l: . 'T 

Ll,yf:: DE: I .1?E:1v £IE: D 
01i'1\1. '-'t I: 0 SC'G 't: l..!

Iq?fa ~Su 'YE:1\t I: G,
'tv. ~ (A.e,'t:tyrs 

Cl;s 

4 

http:circwrlst8,r,1.9J
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