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CONFIDENTIAL 

PREAMBLE 

IN J!'URTH ERANCE of effective risk management pertaining to th~ transfer of controlled 
goods from Canada anrl in furtherance of lhe Controlled Goods Program's Enhanced S(.-'Curity 
Sfrategy (ESS) which will accol;nmodate the United States Government's May 16.2011 
amendment to the Int<1nultional Traffic in AmlS R..::gulations: Dual Nation3ls and Third Country 
Nationals Employed by End-Usl.'t"S. 

WHEREAS pursuant to the u madiQlI Security Inle/ligellce Service Act (C,'/S ACI). R.S.C. I C)SS 
c, C-23 as amended, eSls may. for the purpose of pertt-mning its duties and functions under the 
CSIS ACl, and with the approval of the Minister of Public Safety, enter into an arr.mgemcnt with 
any department of the Government ofC"nado pursuant to Section 17( I )(o)(i) orthe CS1S Act: 

WHEREAS pursuant to Section 12 orthe CSIS At!, eSls shall collect, by investigat ion or 
otherwise, 10 the extent thut is strictly necessary. and analyse and retain informRt~on and 
in tclligel1l.:e respt:Cting ac..1ivities that may on reasonable grounds be suspected of constituting 
threats to the security or Canada and. in rclation tllerclo. shall report to and advise the 
Government of Canada; 

WI. EREAS, CS IS may. in accordance with Section 19(2) of the CSIS /leI. disclose informati(\n 
ohtained in the perfonnance of its duties and functions under the CSIS Act for the purposes of the 
Jx!rlonnance of its duties and functions under the CSIS Act: 

WOF.REAS pursuant to Part 2 oflhe Defence ProdUC'liolt Acl (D PA) R.S.C. 1985. c.D-I. ihe 
regulation of controlled goods is the responsibility of the Minister of Puhl ic Works and 
Govemment Services Canada. In accordance with tbe Controlled Goods Regulations. SOR/200 1-
32, and on thcDasis Qf n PWGSC security assessmcnt prescribed by those regulations. the 
PWGSC has the authority to register any IJenson or. to deny. suspend. amend or revokc a 
resi~tration . PWGSC may uls() exempt a person rrom registration or deny, sUfoipcnd. amend or 
revoke an exemption. Funhcnnore, pursuant to Se<.1 ifl1lS 38 and 39.1 of lhe OPA, for the purpose 
of registration or exemption, the PWGSC may request any inlonnation, which it deems necessary 
for a mundatory security assessment. rWGSC confim)s th.at its authority to di sclose to CSIS. tor 
the Slated purposes, pt.~onal infonnation covered in this Arrangement i~ hascd upOn PWGSC 
obtaining the consent ofthc person concerned. 
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The parties have reached the following understanding: 

SECTION I: PURPOSE 

1.1 The purpose of this Arrangement is to: 

(a) Establish a foonal mechanism for the provision hy CS1S to rWGSC of 
infonnation collected under Section 12 of the CSIS Act to help the latter detcnnine 
if a person applying for registration in the Controlled Goods Program poses a ri sk 
of transfer Wi defined by the DPA. 

(b) Establish the rights and rcsponsibililics ofCSIS and PWGSC with respect to the 
provision. storage. and handling of infon113tion regarding threats to the security of 
Canada. 

1.2 Pursuant to this arrangc:ment eSls is not providing PWGSC with 8 Sl.'Curity assc£smcnt of 
11 person as defined by Section 2 nfthe CSIS At:1 nor is PWGSC providing the person with (} 
Government of Canada security clearance. 

1.3 IJersonal intunnation in this Arrangement shall not be used. disclosed or retained (or 
purposes other than those identified in this Arrangement c:xcept with the consent Oflhe person or 
as pcmliltoo by law. 

SECTION 2: OEt'INITIONS 

2.1 In this alTangement , Ihe tenus listed below will have the following meaning.":: 

.. Arrangement" refers to arrangements subject to {'he approval Qfthe Minister of Public 
Safety under section 17( I) of the CSIS Act and. for grealer clarity, ineludl.'S the 
arrangement described in this MOU. the appendices nltached Iu it. nmJ any instruments 
amending il. 

"Controlled Goods:" means go<xls reterred to in the Schl.-dulc of the DI'A. 

"E,nhanced Security Stratcg)'" means 11 set security risk management approach with 
standardized proCedUTCs administered hy thc CGP-PWGSC. to address security gaps 
identified by external and intanal standards which accommodate standards outlined in 
Scction126.18 orthe n 'AR . 
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"Persons" means individuals, partnerships or business enterpriscs who have or may have 
access to controlled goods. 

"ITAR" means the Intemation:al Trame in Anns Regulations, which are a selofUnitcd 
States government regulations c:ovcring the export and import of dcfcncc-rclaH.:d artides 
and services on the United Statl!S Munitions List. 

"Threats to the Security of Oanada" as defined in sect ion 2 oflhe CSIS Act. 

Transfer" means to dispose of a controlled good or disclose-its content in any manner as 
delined in Section 37(3) of lhe IJI'A . 

SECTION 3: SCOPE OF COOPERATION 

RespoDsibilities of PWGSC 

3. 1 PWGSC will provide eSls with approximately 5,000 requests alUlually. If PWGSC 
expects this figure to ri se subst:antiall)'J it will advise eSls in writing. 

3.2 PWGSC will in the nannal CO\lIfSe ofthis arrangement S\.""tld any and 0111 requests to (SIS 
through secure elcI..1ronic means unless the Service Ilgrees to receive a particular request 
by othl.T meltns. For individuals each request will contain the following data ch.lmtmts, as 
applicable: Full name, date amI. place of birth and company affiliation. For partnerships 
and business enterprises the following data clemcnts will accompany each request, as 
applicable: company legal name, address and phone number. eSls may rcqu~t more 
information on a specific person thnt PWGSC is in a legal position to provide. 

3.3 Requests by PWGSC for infonnation on a person will be $cnl..to eSls only after l)WGSC 
has cunducted a preliminary rislk a.ssessment as purt of its Enhanced Security Strategy. 

Resporulbtlities of CSIS 

3.4 eSls agrees to check the infonuation. as applicab le, (full name, date and place of birth, 
cOIl'lpany affi liation, company Ilegal name, address and pbone number) provided by 
PWGSC against the infonmlliclll in its appropriate data bases and provide PWGSC with a 
summary of infonnation pertaming [0 lhrealS to the security of Canada 8S defined under 
the CSIS Ael which may be considered by PWGSC in dctl.'t1Jlining if a person applying 
for registration in the Controllc;d Goods rrogram poses a risk of transfer as defined bYlhl! 
DPA. 
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3.5 e51S agn .. 'CS Ihalthe maximum respon.~ lime for requests involving no adverse 
infonnation willl>e tw,."ty (20) working days. Both ('SIS and rWGSC agree that some 
cases may require longer response times. depending on the prcsence.of adverse indices. 

3.6 Depending on resources and the nature of the SUSpecled threat to the security of Canada. 
CSIS may, at its sole discretion, conduct further inquiries on a person 3~ penni lied by 
Section 12 urlhe CSIS Act. Information from the5(! further inquiries may b~ provided to 
PWGSC ir PWGSC determines it is ncccs~lry for the conduct of a security assessment 
pursuant to Section 15( I) of the controlled Goods Regulations. 

SF-CTION 4: ACCU RACY OF INfORMATlO 

4.1 Each party will usc reasonable cffons to ensure the completenes.", accuracy, aDd 
limeliness of the inri1nnation ooVen:d under this Arrangement. Each party " 'ill endeavour 
to correct any inaccuracies and ensure the rights of:l person to access and correct personal 
infonml.lion is upheld. 

4 .2 PWGSC agrees, with respect to personal information lhut is under the control oftha! 
party. 10 respond to requests from persons to rc..'ccivc their ~"'fSOnal inronnation and to 
request correction of their personal inlormation in accordance with legislation. PWGSC 
agrees to notify eSls of the request and eSls agrees 10 update its rt,'c.:ords with the 
corrected inronn~uion . 

SECTION 5: IN t'ORMATION MANAG"M ENT 

Storage, main'enanct', disclosure, protection and handling of classlned and dcsig.nated 
information 

5. 1 PWGSe agrees that any of its employees who require access to c1assifioo and d\!signated 
information provided by CSIS under this MOU as pan. of thcir duti es must have a top 
secret clearance. 

5.2 PWGSC 3gt'OOS to mBinlain any Dnd all classified information received from eSls in 
accordance with the Policy on Government ccurity (PGS) nfthc Oc)Vl:mment of Canada. 

5.3 PWGSC agrees thai it will nOI disseminate eSls classified and designated infonllluion 
outside PWGSe unless CSIS has given to PWGSC its express wrincn consent 10 do so. 
Both parties will respecl and retain caveats nH:lchcd to infoml<tlion. 
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5.4 If either party is required by law to disseminate or disclose the other party's information, 
the disclosing pnrty will. prior to any potential disclosure. imml:diatcly give the other 
party written notice of the legal requirement to disseminate or disdose information. ami 
provide prompt ;:md reasonable cooperation to the olher puny in any efturts taken by Ihot 
party h) protect its inthrmalion from disclosure. 

5.S In thc event of Ihe loss or unauthorized di:;closurc or disseminutiun by the other puny of 
c1assific.:d and designated infonnalion. the disclosing party shall advise the other party 
immediately upon discovery of the unauthorized disclosure or dissemination of the 
classitit:d and dtsigntltcd information, and assist in preparing a d;unagc assessment n the 
impact of Ihe loss, unauthorized disclosure or disslwinati()n of the information. 

5.6 Either party may cease further disclosure of classified and designated inforulation under 
this arrangement ifit determines thallhe other party has improperly shared information 
provided to it undt:r this arrangl.111cnt. 

SECTION 6: REVIEW AND REDRESS 

6.1 The parties will, separately or jointly, On a periodic basis. and !lt any time at the writlt.-n 
request of eilt\er P.1rty. review the prnclj~ (tntl procedures in Ihis MOll It) ensure 
compliance with the provision." of legislation referred to in this arrangement. 

6.2 I r any qucstion.s, challcngc:s or disagrccmcnt<; arise between PWGSC and eSls in respect 
of any matter related to thi ~ MOU, the party who miscs the issue 'ihall give wrinen notice 
to the other party ofilS objections and the reasons thereoC Upon r~eipt of such noticc. 
the dt..osignaled officiuis of each party, shall meet forthwith to attend to the mailer. 

SECfION 7: EffECTIVE DATE, AMENDMENT AND TERMINATION 

7. 1 This arrangement shull commence on and take effect 'from the date on which it is signed 
by the second of (he parties to do so. 

7.2 The panics agree that this arrangement may be amended at any time wirh the wrinen 
approval ofbolh PWGSC and CSIS to do lU). 

7,.1 The parties agree that this arrangl..'fllcnt will r<.-main in effect until either party gives the 
other party thirty (30) days' written notice of its intent to tenninatc this arrangcmcnt. 

Page 7 de 8 



CONFII>ENTlAL 

SECTION 8: NOTICE 

8.1 Any notice or other communication required or pennitted 10 be given by either party to 
the other shall be sent 10 the following parties: 

(0) For ~WGSC: 

Director. Controlled Goods DirecturJle 

(b) For CSIS: 

Security Scnx.'ning Bnmch 

SECTION 9: LEGAL EFFECr 

9.1 This MOU is an admini trotive undcrslQnding between the partics and is not intended to 
be legally binding or enforceable before the Courts. 

In Witness Thtreor, the parties hereto have executed this MOU the day and yenr indicated 
below: 

Signed at Ottawa I Signee a Ottawa 

Jennifer Stewart 
Director General 
Imluslrial Soc:urity Sector. PWGSC 

Dale 

Signed at Ottawa I Signee a Ottawa 

Security Screening Branch. eSls 

Date 
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