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NOV 1 5 2011 CCM#11-03080

MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE

Ministerial Directive to Operationalize th
Framework for Addressing Risks in Sharing Information with Foreign Entities

For Approval)

Summary

This Memorandum seeks your approval of the attached Ministerial Directive (MD)
to operationalize the Framework for Addressing Risks in Sharing Information with
Foreign Entities (the Framework), as attached as Annex A.

This Framework establishes a consistent process of decision making by Deputy
Heads and Agency Heads in cases where sharing information with foreign
entities may give rise to a substantial risk of mistreatment.

CSEC is one of five departments and agencies in the security and intelligence
community required to implement the Framework through ministerial direction

" ' The purpose of separate
MDs is to address each organization’'s unique operational needs while remaining
consistent with the approved Framework.

In the case of CSEC, the proposed MD remains consistent with the Framework
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It is recommended that you approve the attached proposed MD.

Background

For CSEC
this MD is to focus on operationalizing the Framework. The MD includes all direction
from the Framework that is applicable to CSEC and is tailored in the following ways:
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In comparison to other implementing departments and agencies, CSEC has
not requested inclusion in the MD of any additional direction on the use of
information derived from mistreatment, which is beyond the operational scope
of the approved Framework. As CSEC principally deals in information that is
derived from SIGINT intercept, it is highly unlikely that the organization would
be in receipt of information derived from mistreatment. The majority of

SIGINT information CSEC rece

o The Framework directs that agencies assess the reliability and accuracy of
information received, and to characterize this information in further
dissemination. The MD recognizes that CSEC is a foreign SIGINT agency
and not an intelligence assessment agency and therefore directs CSEC to

use caveats to address this Framework requirement, as appropriate.
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Once CSEC has an MD in place, it will join the Canadian Security Intelligence

ervice, the Royal Canadian Mounted Police, and the Canadiap Borc.ler‘ ervi‘ces
Agency who now have Ministerial Directives in place. CSEC will codify in policy -

interim Human Rights impact assessments ana approval protocpls that we have |
een applying to existing sanitization, ‘ and release policy requirements In

the absence of an MD.

ND/CF is also making substantial progress on developing an |_VID to implement the
ramework in a manner tailored to recognize the unique operational peeds c_vf a
military organization. This includes the recognition that a number of international law

frameworks not expressly referenced in the approved Framevyork_ (i.e. Intemat_iqqal
Human Rights Law and the Law of Armed Conflict) have appllc_atlo_n to CF aqﬂyltles
onducted overseas. For DND/CF this MD has the broader objective of providing

irection on overall information sharing with foreign entitres.
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SECRET

Recommendation

¢ |tis recommended that you approve and sign the attached Ministerial Directive on
the Framework for Addressing Risks in Sharing Information with Foreign Entities.

Next Steps
e Should you approve the MD, CSEC wiill:

o Implement the Framework through revisions to current operational policy that
will reflect the direction in this MD;

o Keep you informed of any issues related to the implementation of this
directive that warrant your consideration; and

o Provide a copy of the MD to the CSE Commissioner.

J%n Adams
ief

Attachment

| concur with the recommendation:

Minister
Privy Council Office -

cc: Robert Fonberg, P€puty Minister, National Defence
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SECRET
Annex A

Framework for Addressing
Risks in Sharing Information with Foreign Entities’

¢ Sharing ini"onnatiop with foreign entities is necessary in order to respond to national security
threats. It is essential that Canadian intelligence and law enforcement authorities are able to

maintain strong relationships with foreign entities, and can share information with them on
both a routine and an urgent basis.

. Degu_ty Min_jsters and Agency Heads have been delegated the responsibility for making
dec1s1_ons with respect to the sharing of information with foreign entities. * Departments and
agencies must carefully manage relationships with foreign entities, assisted by policies that

guide information sharing practices, to ensure that the sharing of information does not give rise
to a substantial risk of mistreatment.

Objective

* The following Framework forms part of the suite of directives and policies that govern
departments’ and agencies’ information sharing practices. The objective is to establish a
coherent and consistent approach across the Government of Canada in deciding whether or not
to send information to, or solicit information from, a foreign entity when doing so may give
rise to a substantial risk of mistreatment of an individual.

Canada’s Obligations

e The Government of Canada opposes in the strongest possible terms the mistreatment of any
individual by any foreign entity for any purpose. The Government also has a duty to its own
citizens and to its allies to prevent individuals engaging in threat related activities from causing
harm, whether in Canada or in a foreign coun<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>