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OPS-100 TARGETING - SECTION 12 CSIS ACT 
0 ""/:' :t?o 

1. INTRODUCTION , •Ov,s,oi"l:ssl:a 
lrf! A.ccss.'S Or. r: s;, c 

SECRET 
2010-10-04 

Objective Suif Vfs~ .o S l'o ,z~ /:Ji9~1S Utvo 
Pf.;y_ l..41 ~ 11?._, 11.,. ~11~} ,:,fyr_ 

1.1 To state the principles and direct ives governing the ap~ i\l ~~~~ inruJi ~ 1*;,'li._..{~ wal, an 
upgrade , a downgrade or a termination of a targeting level pursuant ~ 1£:l::iJ§ltct .i::; c-..tVD J. 

;I. I I., I r " rru. 
Scope ~r-o <.: I ., ' ·'\ISL'~ Dt: 

IQ,1~ ,"°11,,...,, "'G, c:: I q ""' 
I I --' ~ j '-' I 

1.2 This policy and related procedures outline the principles, as well as the organizational aHq_~cijo nal 
responsibilities, pertaining to targeting, ~ 

1.3 Procedures for the preparation of an Assessment Report to initiate, renew, modify, or tenninate a 
targeting level are covered in OPS-100-1, "Procedures - Targeting - Assessment Report". 

Polley Centre 

1.4 The policy centre for this policy is · ~~ tjqg and Warrants Section (lWS) of the Deputy Director of 
Operations (DDO) Secretariat. .,. - J/\;~ -\)" .J .... 

. "'-~ Jf. ...., }r C. 
"~v, ss ,-, .,..f-./1: s1." 

Authorities and References 1 !Jr "1'SS .,o.llf? 0 ltv_r:-. .OJ?/~ u1i;D€ 
·'1ls. ~~ i.~ Or,,4 C'~ "I ~ r1y. 

1.5 CSJSAct Otvtv~~'i~c.,.{Cf?s € 1.4.r,Ot-,, ';.,. -4tvg 
S 1:.,./. Otv D tv I,,.:- ,("'!}' Of;I 
..d ,ou ~s ,1r.,., · 

1.6 Anti-terrorism Act · ( 1/\/,-._ Df: . lr€",v. l/1: D 
O,y,,. (,, S1:1G. 'f: l<) . 

1.7 Ministerial Direction - CSIS Operations (2008 10 29)J. 1 Sur,, il:!i,11:;i; 
. ;.'lcCS: .S 

1.8 OPS-201, "Cooduct of Operat.ions - General" S 

1.9 OPS-209, "Warrant Acquisition - Section 12" 

1.10 OPS-501 , ' 'Operational Reporting" 

AJ ~ A-

1.11 OPS-601 M'OP.:S;b0.'.1'.- 'Authorized Disclosure of Operational Informati on and Intelligence " 
i..;l ,•, --. .le I\ ..... ·,} , 

1 (.' ~ y 

l?s,.,,s"" 'S's.s r.o' J.t12 ;:,c,s,s ' . 
u ' <;: P. ltv, "?11,,, VND 

Definitit.'~s; .q Pf?~,.._lt: ~01?414:_c>'.q~~ .,.J.,-:-

~ Ve: ... C ~ ~ . I .A. I 

1.13 For definitions o'f sp_~'Jic ~erinsl,ysed in tliiipo 1ty,).r,eaders should refer to OPS - "Glossary of Terms 
and Definitions". 1 

; ~'\i U '.1 ) f.... <.11, 
IQ / V Clf.. 

:,y~, ..., 't...1c , ' 
1.14 For the purpose oftargetin ~ ~ 1j~1e /~~~ ute s, the tenn ''targeting decision" refers to the final 
determination made by the approving authority ~'A"s sessment Report requesting to initia1e, renew, 
upgrade, downgrade or terminate a targeting level. ,.., 

Temporary Authority 

1.15 Unless otherwise specified , when a specific position or title is mentioned in this policy , the authoriti es 
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and responsibilities bestowed on that position or title apply to any employee perfonning the duties of the 
position or title in an acting capacity. 

2. POLICY STATEMENT 

2. l The Targeting Policy is established under the authority of~ ~ tte.~ pursuant to subsection 6(1), CSJS 
Act, and directs the Service 's targeting process . t .} :- ~ 8 r-

,... ~ ~ 

2.2 ~urther to ~ Memor~~wn ~om _Cab~et of ~~ion ~#ilJ.e'l C: ~U &t~ ) riontres ,th.e Minister of 
Pubhc Safety issues a Mtmstenal Directive outlmmg ~~ 190fledipn..requtre~ } The D~ then 
provides a strategic directive to operationalize the Mioist~a ,J f re~y . .:'c_ 1 .J Ir /.Jl 

... .) ic 'V l;J r:,v '.Iv "'1c i\ro o 
2.3 Targeting will be governed by the following fundamental prineii}# :J 1 

0°~.s ::,1r1vl: -,. ~ 
:I' Ir Of?.t: I.~ I.. lilsl:1, Dt: 

a) the rule of law must be observed; '·1"l}10 01 s1./]1i11:4';:. lo 1 
1\1 'T (. • ,J\/'f. 

-'lee s 
b) the means must be proportional to the gravity and imminence of the threat ; 'S's 

c) the greater the risk associated with a particular activity, the higher the authority required for 
approval; and 

d) with regard to the use of intrusive techniques : 
r, 

i) the need for their use '~mst b;~ j~ed against possible damage to civil liberties 
and to Canadian fundamen U\).J~itµtii:fuscs ch as political , religious , post­
secondary and medHf,e~blislutieJJ!s; ...., "_,.,.., ::::.) "' 

t:!,I \. . - "'o .::, /,J I.:, 

") h I . ~; . ; ""'-- b 'VJ:,..i::::f J ( • • • u t e east mtrus,v.e-te"<•uu.(lffl u,u ~ e USC<t' ..,._"'A ee " m ~ ergency s1tuat1ons 
or where less intrusive ~ 6wii4 es-~Olil~,Q t be pr6poJ1ion~ 0 the gravity and 
imminence of the threat" and'- .. 01yD I\, L- 1 .... / , , 

> I u C; ~'-r . I 

. It, 1 r,"' .S 'i~ . 'Jc 
iii? the l:v~I of ~uthority requ~ed for "k~ij,:bj ing,. ~~ ~u ~st be commensurate 
with their mtrus1veness and with any nslcs asspc1~ <Stusm tWem. 

'i I.. l l ' c-, 
I ('1 . 

2.4 Lawful advocacy, protest or dissent may not be investigated unless suei activities are carried out in 
conjunction with threats as defined in section 2, CSJS Act. 

2. 5 When there is uncertainty concerning the lawfulness of an operation , technique or action, the issue must 
be referred to the appropriate Director General (DG) for direction. 

2.6 When appr ov.Ing'in.J\s sessment Report, a Headquarters (HQ) DG or Regional Director General (RDG) 
must consider the introsi~i ness of each technique allowed under the approved targeting level and may 
imP?se spt; · restri~o ~iO;te¥Pe tt ~ propriate considering the gravity and imminence of the threat 

S I. ~ ) ( I /fl !'._'r.l. L 1/, 
2. 7 Re~ th,afi~pe~al conSta~ oes -.sn:datd .be given when dealing with underage persons, all 
Assessmenf ~ ,o~~ite~ an inai"vi~~ de.(,the age of eighteen (18) will be sent to the ODO for 
approval. fl:,-~~ . 'I ; 1 ,'i1 l, • 1, ... I\, J-o . 

r k I I 

I , 0 °1:S ,ft'r, . 
!.. /A D~ ~~Iv. I.I~ 

3. RESPONSIBILITIE: ,'?. li-11. s~1 D~ I.A 
it1~ l'to 01 .Su. G1yo!-'.-t1 . t 01 

Directors General i'\' ri> l:..-ic 'f;liJ,s, 
~cs.:i 

3.1 An HQ DG or RDG is responsible for: 

a) approving a targeting decision with the exception of the targeting of an underage person ; 
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· b) ensuring targeting decisions are consistent with the Service's mandate and policies, and 
current Government of Canada (GoC) intelligence requirements ; 

c) ensuring that consultation between Regions and the appropriate HQ Branch( es) has taken 
place on all targeting decisions; 

"fir) r, . 
d) assessing the intrusiveness of the techniques to be used ~~~~ S-fi\f9flllation and 
intelligence; . ?i · r r '1}, 

I,, 1, I ~6/$ 
. . . . . . . 110 , ,1... A c) · Pli11 u1v, • 

e) assessmg the rehabilrty of the information m'·a.n.Ass~s~ nt~~port; ·'vf.'o~ ~C}" 'l)t::1? ... 
~~ ' 'r n T1~- 'l(' ''-:r 

f) assessing the implications, magnitude , seriousness : r i: ~J ~y-.~ the•ac.tivi~i s·s~ J I ed-. - --,::; r.,,. vJA.... • r-. -,r 
of constituting the threat; and "" ) .., , 

'~ "t:; I.J 
T/:q",11;,q~~o, !f~iltr.~ '-o, 

'IV , r l. :.q ~tvr. 
g) appointing a Targeting Coordinator. 

Chief, Deputy Director Operations Secretariat cc~s.s 

3.2 The Chief ODO Secretariat is responsible for: 

a) providing the ODO, Assistant Director Operations (ADO), and the Assistant Director Legal 
Services, within five (5) working days from the date of approva~ written confirmation of all 
targeting decisions pursuant ~ is pWicy; 

r Ge 
'/Y/Q ~~ 

""lee 'IVs Op o 6'y 
stt"iss- 'f:ss ro .,.Its ,:,cs,s u. Ps-~:~ p~f? ~ -c- 'Jv.t--o~~ci~~t<? ?';.,-

~ •1. I (' -:~5' q,,J <". 1 

d) providing advice and guidance t~'tlre,TAfge~ rdinator 411 HQ~ the Regions to 
ensure the consistent application ofthe1 ~ie tm.gpolioif 7ur-D 

Op ..... I.. I ;/'t G ~ l...J 
I,., i ,oiv" ~u1y ;.,,~i1.-1s: l o1 

. '-"le tvr'". c~"" 

f) maintaining statistical infonnation and producing. on request, accounts of targeting decisions; 

h) perfo~ ~~ ~t~istrative functions as directed by the DDO. 
~~ } 

Deputy Dind.or d1' ~ RS'-" · , fJ Y C·c. 
-=- ·<:-[· ) . ~ ) I 't:: J:> YIS lJ. 

p '1 v1 t:. .O,qfy ,,\~O :1?11,;q 'lvDl.:f? 
'F.!ySu,':f:?r, I I~ .JL llrti£'t f 'y ~C ... 'l'/tf.: 

V/y~ I:- 'It I 'Otv I ~IV, 
3.4 The DDO is respSn~I15)'.eJfpt; ' ,V J/- "le,- 'Db,;-, 

,4 £ I Ot () 'S° 'J If 11.J . 

~) '!1anaging th~ ap ' m~ fun~f~ i .pf}!j~IP!P l roviding direction to resolve issues arising from 
its 1mplementatton; and 111111\. St ~'i Nf: ,111; 0 

,,, I)/}"-<; 

b) ensuring that targeting decisions are con~iitent with the Service's mandate and policies, and 
current GoC intelligence requirements . 

Director 
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3.5 Only the Director can approve targeting pursuant to subsection 2(d), CSJS A ct. 

3.6 The Director is responsible for reporting to the Minister of Public Safety where : 

a) there is a well-founded risk of serious violence ; 0 "" 

. ( 'C' -
b) there is a potential that a CSIS activity may have signific~ v.erse-iplpact on Canadian . b , ..... ,.., 
mterests , sue as: . I'. • - _ -

- ' ltsr l~ "/'o 't: l:J UfS l.J. 
. d. di . th S . th G - ~ .f · r:>~ l"vf:'. ~1v..1 ~'l)L'-
1) 1scre ting e erv1ce or e overrutwn.t~ ~~ a; .. "' 01,>,.c~ -:,Cy ,!y '!'1., 

::::il\l" )Cb ' 01.«ir1;0 .ttc,. ·--ts 
·v , 1 •r,S ~ ~ -11\,'l'I 

ii) giving rise to public controversy; -... ~ Sr-, 101\, D ,tv V,S 4c,- '-'/o!;'> 
41.1. /ou D '$s Fr1:·:'rru1: 

iii) a clear risk to human life; '!vf;"of?,t; ~ 1.,:..'Vs1:1G Dt: y 
·· 17 1,. 'I.~ u. Nf:41, l o1 

iv) affecting domestic interdepartmental or intergovernmental relation l~ ~ I..A.c~':;s 
-..s 

v) affecting Canadian relations with any country or international organization of 
states; and/or, 

vi) contravening any of the guidelines set out in the Ministerial Direction on CSIS 
Operations with respect to the management of the Service . 

l {. 
Ov. '0c.~ 

~Stolv. ,sSf-. 
4cc ;s o,c-D l:iy 

v. 'l:.ss ..,.1-tc cs,s 
4. TARGETS OF THE SE~ ICE z .. ~.oA 'l'o, 'P °'1Y,1.,~ UN,.. 

:·r 1,-r~ -- 0 A1, f"'} '1 · If 

4.1 Information from a foreign state m'.f!:gefur:wn~ used w ~ bm1tti'~ an Assessment Report, taking 
into consideration the human rights recorcf of fh,/ o~~ SQ~ or agency an<Alte Specific circumstances 
under which the information was obtained'. ( 'lv1-u ls, ' ',~~r J( 

0 
0,91',,f~~lo 1 ~~IG11;. ~.-~i. 

Persons l"101y Sulr 'l:!i1t::. . 01 
I 11 z~rs 

4. 2 A targeting level may be approved by an RDG or an HQ DO to couef information and intelligence on 
the activities of persons who may on reasonable grounds be suspected of constitutin g a threat to the security 
of Canada pursuant to s. 2, CSIS Act. 

Groups and Organizations 

I 

4.3 A targeting vtil aj("'~.Jpproved by an HQ 00 to collect information and intelligence on the activities 
of a group of persons'ot , ' orga,i~ ation, including its general membership, where there are reasonabl e 
grounds to s~ pect: •C-,_l Su. 'SJ; ' c'r I 

~ b.' . '=> • .l ,vc:. .,,,,/W ~ ~ . . . th.r th . f a) u.1~1 ~ecttv qr.ac tlVltaes v,1.r,pe' :=;1"r or QJJ..aruzat1on constitute a eat to e secunty o 
Canada"~~ e',s~O..-CS!SAgl{'~ .. c,. "• -

/ c:, I;.,... • \ ~ ,,1 • 'lD 

b) · · 1· -.(!- 'I. D/ Q 1 ~ • · ir r d '/Of,, d d thiz 'th thr 1 d part1c1pants' ~ Ht 5 r~ p v~<t~-: :~ t1on un erstan an sympa e w1 eat~re ate 
objectives or activatie.s.,-1'

11 
1 l J::-I(' 'Jt... t.. 

1 1. .,_ ')J ,V.c-
'1( )Al. "'(J~ <;;-~.,. o, 

4.3.1 Collection of infonnation and intellig~rtc~ 1\Ai,group of persons or an organization may be used to 
determine: '( 
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5. GENERAL AUTHORITY 

5.1 The following activities do not require a targeting level and are exempt from this policy: 

a) collecting incidental information which may be disclosed pursuant to subsection 19.2(a) to 
{d). CSJSAct, P {)I? 

Yn~z o"-t' 
b) collecting information pursuant ._;fi ~id~ 16 CSISAct, 

. . ~o~~ 
St),f:v'S S,5 i""o It~!:> .'S/[, U. 

,:,~ ~ <,1 % J:J i.tr ltv_,::-0 '/t/l~c":'!J~I 
Y.:1..--;y le <- 'fit 1 , ,q,, 1 r;,. . 

d) conducting investigations in~~ p,p~~ · ecutiort tff@/O'varf~ . ursuant to s. 21 and s. 23, 
CSIS Act. Refer to OPS-210, "Ex~cuti(J~,6f®' -*1 t1~ wers an\i'Non -W~anted Special 
Operations'' ; ,tj , ltv, uu D/ .S "r€ Irr( 1~ 

r-o~~l.4. ~ lol'vs~,(.,';~ l 
e) conducting internal investigations pursuant to· s!c8i ~ il{S'f".2 • . ('~Yl tt; 

v. , l. 1 C ' ~S' 

f) researching and using internal records and databanks; Css 

g) researching and using open infonnati on; 

h) accepting and reporting unsolicited information; and 

Pf?o:froc~ 
IS10A;, S.s'I::, 

<-Ices s J~ '? 81 

5 11?. "!,.., • ~" ' ~ · f • "bl s:'. • th inti . . ed .1.1 Emp _ec eei[ e_Rortmg·un~ , 1 OJV!tlon are respons1 e 1or ensunng e ormat:Ion 1s report 
on the approp~ate ,rf1e;and reta in <f(fl)~ !~p~prj1,e database. It is also the employees' responsibility to 
assess the orig~a 1t~l~ bfl~ f th~ Mformai.6n _Mn he need to report it if the information originates from 
a foreign organdafi6 n 1tk~p&f:btun.an rtgb't$~~~e e OPS-501 "Operational Reporting "). 

. 'O D"jj_:'i; i:.n I "r 
~ t. 1~ u Oc: s 1r, ,·out: · 

6. USE OF HUMAN so~ tJ Si lb"'o1.21G D~ y 
'4 f tot,/ SIJ/.f i'v~,11.S I.. Ot 

. l4c,.., tvrs 
'-~s 

310"'i '1' 
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8. COOPERATION WITH DOMESTIC OR FOREIGN AGENCIES 

8.1 Collection of information and intelligence by the Service pursuant to s.12. CSJS Act. in cooperation with 
a Canadian fede at 1pr&v~ al or a territorial government department. a Canadian law enforcement 
authority, or a foreigtPp.{)J*e~ ~ ty or intelligence organization , will only be undertaken when approved 
under the t~rms of tflisep,._oUt:y),c-1 s 1.-r s 

su. viss ~ s-..,. 0 1-t1::. ,:, t.s u. 
1 

8.1.1 ll t a ~~ ,:,~ ormatt m , in~p ien ~7;described abov e will be in compliance with all other 
Servicepoli ' es 'IV~Or~Lr,.S,-.frs _ 111~r10")('r..q 1-f~ . 

ts !!1;, 'Otv I) t:/v l/ _ ·~ 0 ; · l'vo/0!? · 
Top -1 l /Ou O 'f:s I?. '!::fr 0 ,... 
..... · · .. ..... ...... ... .. .. · · .!~1/.0- .'€.1:.:;q ' 'f..l!V(J""1,.-· ',.. Vff' · .. 

'iit1..q7 I.. OJ r IGtv~ I..."! lo 
'orv "'u1r 1?1~.tv .... 'I 

. l..~C'c,/S 
··.S 

2010-10-04 

SECRET 

, lJ ' .. 1.J,,L 
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